1.User Registration Instructions

1.1. NEw USER REGISTRATION HOME PAGE

As additional agencies become authorized to retrieve electronic images of OMPF records and
documents through DPRIS, prospective authorized users within these agencies will need to obtain
properly documented approval from their designated Agency DPRIS Manager to become authorized
users of the website. After an agency has completed the pre-negotiated and non-automated
arrangements for its personnel to use DPRIS, individuals within that agency may start their personal
registration process via the DPRIS Home Page. They begin by clicking the “Register Now” link
(Figure 1-1).
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Figure 1-1: Registering a New User
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2. PRIVACY AND SECURITY STATEMENT

After clicking on the “New User Registration Form” link, you will be brought to the Privacy and Security
Statement page (Figure 1- 2). It is important to read and understand this information before accepting
and acknowledging that you will comply with the policies.
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Figure 1-2: Privacy and Security Statement

Once the terms of the Privacy and Security Statement have been agreed to, you will be brought to the
Login Method Screen (Figure 1-3). Users are given the choice to login with either the User ID &
Password Method, or the Common Access Card method. For the purposes of this User Guide we will
login with the User ID and Password Method. Then click “Continue.”
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1.4. AGENCY ID CODE ENTRY

After selecting the login method users will be asked to enter their Agency ID Code provided by their
Agency Manager on the Agency ID screen (Figure 1-4).
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Figure 1-4: Agency ID

1.5. NEw USER REGISTRATION FORM

The New User Registration Form (Figure 1-5) contains the fields where users must enter information
required for all authorized DPRIS users. You will be asked to create a unique User ID and Password.
Then you will also be asked to identify your manager using the system so that they can approve your
registration. Clicking on the “Select Manager” link will bring up a list of managers to select from.
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Figure 1-5: New User Registration Form

1.6. DPRIS PASSWORD RULES

Using the User ID & Password Login method requires individuals to create a password that adheres to
the specific DPRIS Password Rules (Figure 1-6) in order to insure security for the user as well as the
integrity of the system.



DPRIS Password Rules

DPRIS uses an industry standard process for estabiishing passwords. These rules are called Strong Passwords. The folowing ruies must be folowed
« Each password must contain
1 amnimum of eght (8) characters
2 atleast one uppercase aiphadetical character
Example: ABCDEF G
3. atleast one (1) lower case aiphabetical character
Example. abcaefg
4 atleast one (1) numen: character
Example: 1234567890
5 atleast one (1) of the folowing special characlers
Example | @S %4 ()-_=, ;7"
+ Each password must NOT:
1. contain a space
Example: US Gov
« The password may not be changed more than once within 3 24 hour period

« The password must be afferent than the last ten (10) created by the user

Your password shouki bé something you can easly remember, however, they should not be something associated with you. Do not use a relative’s o your bithday, names of your spouse, chidren o pets, house
numbers or office codes. A common practice s 10 use passwords simiar to the ones found on vanity piates. The folowing are Incompiete passwords and provided only for information. Each DPRIS password must be

eight characters in length
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Figure 1-6: DPRIS Password Rules

1.7 IMANAGER SELECTION PAGE

From the Manager Selection Page (Figure 1-7) users will select their appropriate agency manager to

approve their User Registration Form.
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Figure 1-7: Manager Selection Page

Selecting your Agency Manager will auto-populate their information into the appropriate fields. The
user is now ready to submit the form (Figure 1-8).

Email Address ~

John Doe@va.org

Please verify that you have entered your cornmact amail address. In order for
you to get notifications of the status of your DPRIS requests, and other
notifications, your emaill addrass needs to be cormact.

Confinm Emaill Address =

John Doe@va. org

Phone NHumber *

i

AGENCY INFORMATION

Agency 1D Code =

Entar the Agency ID Code axactly as it was given to you. If this code has not
yel been supplied 1o you, please contact your manager before continuing.

Manager =

Change Manager
Click the link to get the list of authorized managers for your Agency.

The following manager's information will be populated based on the Manager
selected. View this information 1o varify you have selected the correct
manager.

Full Agency Mame

Booz Allen Hamilton

Manager's Name D
Managers Phone (i
Manager's Email tl
Manager's Office Code or Symbaol BAH

Office Code or Symbol

Enter an Office Code or Symbol, if your agency uses one. If you arnes unsure,
thia field can be left blank now and updated after your account has been
activated.

By clicking on the SUBMIT button, you agree to adhere to all provisions of the Privacy Act of 1974 (5 U S.C, § §52a) and the Heailth
Insurance Fortability and Accountability Act of 1996 (HIFAA) (Fublic Law (F.L.} 104-7187.
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Figure 1-8: Manager Information



Be sure that you see the below screen (Figure 1-9) to ensure that the information has been submitted.
This submission will notify your Manager that you have submitted a New User Registration Form. Once
your Manager approves the account, the user will be ready to login and begin using DPRIS.

Welcome to DPRIS, your online gateway to military records!
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Figure 1-9: Form Submitted




